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The integration of multi-omics approaches with Electronic Health Records (EHRs) has the potential to 
transform personalized medicine by offering deeper insights into disease mechanisms, treatment responses, 
and patient outcomes. Multi-omics enhances diagnostic accuracy, treatment, optimization, and predictive 

modelling through the like of genomics, proteomics, and other omic layers. However, this advancement also raises 
critical ethical concerns regarding privacy, confidentiality, autonomy, and justice. Multi-omics data serves as a 
distinct biological identifier, making it highly sensitive and vulnerable to misuse. Equity in multi-omics research 
is another significant challenge; genomic studies have historically been biased toward populations of European 
descent, limiting the generalizability of findings across diverse groups. While federal regulations such as the United 
States’ Health Insurance Portability and Accountability Act (HIPAA) and the province of Ontario’s Personal Health 
Information Protection Act (PHIPA) establish a baseline for legal protections, their effectiveness depends on robust 
digital infrastructure, public education, and the development of privacy frameworks. Robust security measures 
such as encryption, blockchain, and privacy-preserving algorithms are essential to mitigate risks. However, existing 
governance frameworks must extend beyond security protocols to establish clear regulations on data ownership, 
access rights, and ethical usage. Emerging challenges, including AI-driven data analysis and the commercialization 
of genetic information, further underscore the need for proactive governance to prevent misuse, discrimination, and 
bias in healthcare and insurance industries. To ensure ethical multi-omics integration into EHRs, continuous policy 
updates, interdisciplinary collaboration, and patient-centered approaches are essential. Balancing innovation with 
ethical integrity will be crucial in advancing precision medicine while safeguarding individual rights and promoting 
equitable healthcare access.
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Introduction
Integrating multi-omics approaches with Electronic 
Health Records (EHRs) offers a powerful opportunity 
to advance personalized medicine by delivering 
deeper insights into disease mechanisms, treatment 
responses, and patient outcomes. EHRs, which contain 
comprehensive clinical data on a patient’s medical 
history, treatments, and outcomes, have significantly 
transformed the healthcare system since their introduction 
in the 1960s.¹ They have revolutionized the way patient 
information is recorded, stored, and accessed, which 
has enabled faster, more accurate documentation, and 
improved the coordination of care.2 All healthcare 
providers who are involved in the patient’s medical 
care can now access a patient’s complete medical 
history in real time, leading to more informed decision-
making, reduced medical errors, and enhanced patient 

safety. Multi-omics, which emerged in the early 2000s, 
further reshaped healthcare by integrating data from 
genomics, proteomics, metabolomics, and other omics 
layers.2 Genomics focuses on the study of genomes, 
while proteomics investigates the structure, function, 
and interactions of proteins. Other omics layers, such 
as metabolomics, transcriptomics, and epigenomics, 
build on genomics and proteomics to offer a more 
comprehensive understanding of biological processes. 
While each discipline provides unique molecular 
insights, their integration enhances the precision and 
personalization of healthcare, enabling physicians to 
diagnose diseases more accurately, predict treatment 
responses, and identify novel therapeutic targets.3
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Multi-omics evolved from interdisciplinary research, 
particularly following the completion of the Human 
Genome Project in 2003, and gained significant traction in 
2023-2024 for its potential to advance disease prevention 
and manage conditions like cancer, neurological 
disorders, and metabolic diseases.4,5 Multi-omics data 
uncovers complex biological networks, revealing how 
genes, proteins, metabolites, and other molecules interact 
to influence health and disease.6 This systems-level 
understanding provides a holistic approach, improving 
clinical decision-making by considering not only genetic 
information but also environmental influences, lifestyle 
choices, and molecular interactions. The combination of 
multi-omics and EHRs offers transformative potential 
for healthcare, but this integration also presents critical 
ethical dilemmas that must be addressed before it can 
be fully embraced. It should be noted that many of the 
findings and analysis are presented from an Ontarian 
perspective, rather than a global one. This commentary 
will explore some of the ethical issues including privacy, 
confidentiality, autonomy, and justice. 

Privacy 
Privacy in ethics pertains to the control over personal 
information, which requires careful collection, storage, 
and use to maintain ethical standards and patient trust. 
While multi-omics advances precision medicine by 
identifying inherited traits, disease risks, and treatment 
responses, it also introduces significant privacy risks if 
mismanaged.5

A major concern is that genomic data acts as a 
personalized “fingerprint”, revealing extensive details 
about an individual’s health deviations, disease risks, 
and lineage.7,8 The interdisciplinary nature of multi-
omics necessitates extensive data sharing, making it 
harder to track data destinations and increasing the risk 
of unauthorized access.5 Furthermore, the extensive data 
demands of personalized medicine heighten the risk 
of exposing sensitive information through seemingly 
unrelated samples that may be pieced together with 
malicious intent by insurers or employers, for example, 
without the individuals consent.7,9 This is particularly 
critical in genetic testing, where data shared with third 
parties raises privacy concerns. Such vulnerabilities 
(weaknesses or risks in systems and practices used to 
manage and protect sensitive data) underscore the need 
for clear data retention policies and secure disposal 
practices.7,9 Without such measures, these disadvantages 

may undermine public trust and hinder the advancement 
of multi-omics in EHRs and precision medicine. 

To address these concerns, the current literature 
recommends implementing activity traceability methods 
(systems that monitor and log the accessibility of data), 
blockchain technology, and adherence to General Data 
Protection Regulation (GDPR) standards.5,7 The GDPR 
is a legal framework enacted by the European Union in 
2018 that sets strict guidelines on how personal data is 
collected, stored, processed, and shared. Blockchain, in 
particular, provides a secure framework for data sharing 
and verification.5 Molla et al. propose a multi-faceted 
strategy to mitigate potential risks which includes strong 
encryption, routine security audits, stringent access 
controls, and clearly defined data retention policies that 
outline specific storage timelines, deletion criteria, and 
secure disposal procedures.7 Ultimately, the integration of 
multi-omics data into EHRs demands a careful balance 
between privacy protection and data accessibility to 
ensure ethical use and sustain public trust in precision 
medicine. This balance inevitably raises critical 
ethical considerations, particularly surrounding patient 
confidentiality and autonomy, as individuals must retain 
control over how their sensitive health information is 
accessed and used.

Confidentiality and Autonomy 
While confidentiality and privacy are often used 
interchangeably in healthcare data security, confidentiality 
specifically refers to the duty of safeguarding sensitive 
information from unauthorized disclosure, particularly 
in EHRs, which consolidate long-term records from 
multiple providers.10 

Incorporating multi-omics data into EHRs increases 
security risks, as even anonymized genetic information 
can potentially be reidentified when combined with 
phenotypic or clinical data, thereby heightening 
the risk of data breaches.11 Genomic data predicts 
individual health outcomes and inherited conditions, 
creating an ethical dilemma between balancing patient 
confidentiality while being obligated to inform relatives 
of genetic risks.12  

To safeguard confidentiality, Jamshed et al. emphasize 
restricting EHR access through role-based permissions 
and traceability measures, such as user identifications 
and passwords for accountability.13 Another approach 
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in some countries is granting patients greater control 
over records and limiting third-party access.10 While 
this enhances autonomy, it may also restrict providers’ 
access to critical information, potentially affecting care 
quality.10 

Autonomy in ethics refers to an individual’s right to 
self-determination and informed decision-making.14 
In EHRs, clear consent frameworks are essential to 
ensure individuals understand how confidentiality is 
maintained.8 Empowering patients to make informed 
choices about data sharing can bring tangible benefits, 
allowing healthcare to be more personalized, timely, and 
effective. For instance, sharing genomic information can 
help healthcare providers detect risks earlier and reduce 
trial-and-error in treatment plans. While poorly designed 
regulations may create a false sense of security and 
shift accountability away from data stewards, reducing 
transparency, overly rigid policies that discourage data 
sharing can deny patients these advancements.15 

A well-balanced system is needed with the use of EHRs, 
and multi-omics to ensure sensitive information is used 
transparently, empowering patients to make autonomous 
healthcare decisions. While research on autonomy in 
multi-omics and EHRs remains limited, upholding 
individual choice is essential to maintaining ethical 
integrity in this advancing field.

Justice and Multi-Omics 
In ethics, justice is the “fair, equitable and appropriate 
treatment of persons”.16 In the context of multi-omics 
and EHRs, justice ensures that advanced healthcare 
technologies benefit all populations equitably, without 
discrimination.17 While multi-omics enables personalized 
treatments, concerns regarding access, representation, 
and health outcomes are persistent. 

Williams and Anderson emphasize that equitable 
research selection is crucial, as underrepresentation 
limits certain groups from benefiting from scientific 
advancements.17 Historically, genome-wide association 
studies have predominantly focused on individuals 
of European ancestry, creating disparities in genetic 
research. For instance, American biobank recruitment 
materials aimed at engaging Hispanic individuals were 
only available in English and exceeded recommended 
reading levels, creating barriers to participation.17,18  This 
is not due to a lack of willingness but rather ineffective 
recruitment strategies that fail to promote inclusivity. 

Clarke and van El highlight that disadvantaged 
individuals must first receive adequate healthcare access 
before benefitting from genomic services.19 Barriers 
such as poverty, disability, and limited internet access 
hinder engagement with genomic technologies.19 Even 
when individuals access genomic services, they may 
struggle to stay informed due to changing personal 
circumstances or evolving genetic interpretations that 
impact their healthcare decisions. 

Sustained access requires public initiatives and dedicated 
healthcare efforts to keep all patients, including those 
facing financial hardship, connected to the healthcare 
system. Achieving justice in multi-omics requires 
intentional efforts to improve inclusivity and equitable 
access. Without proactive measures, personalized 
medicine and EHR risks are deepening health disparities 
rather than reducing them. 

Discussion 
Researchers agree that while multi-omics and EHRs 
hold significant potential for precision medicine, 
critical issues must be addressed before integration into 
routine healthcare. EHRs improve healthcare quality 
at a relatively low cost, yet concerns persist around 
responsibility, data privacy, and ethical implications.20 

A key issue is ensuring clearer consent processes, so 
patients fully understand how their data is used. Strong 
security measures are crucial to protect patient data 
and prevent breaches. Alongside these measures, clear 
guidelines on data ownership and access are essential. 
In North America, federal laws like the Health Insurance 
Portability and Accountability Act (HIPAA) in the United 
States and provincial laws such as Ontario’s Personal 
Health Information Protection Act (PHIPA) provide 
frameworks for EHR security through access controls, 
encryption, and audit trails.21 Regulatory frameworks 
alone are not enough, and practical implementation 
requires investment in secure digital health infrastructure. 
In Canada, Health Infoway, a federally funded agency, 
plays a key role in advancing secure and interoperable 
EHR systems to align with privacy laws. Its’ ACCESS 
2022 initiative aims to expand digital health services 
and improve patient access to their medical records 
while promoting data security and interoperability.22 
However, challenges remain in balancing accessibility 
with privacy, particularly under Ontario’s Freedom of 
Information and Protection of Privacy Act (FIPPA).23 
While PHIPA protects personal health information, 
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administrative and operational hospital records 
containing anonymized patient data, this information 
may still be accessible under FIPPA.23 FIPPA’s potential 
to permit access to such data creates uncertainty about 
unintended secondary usage, emphasizing the need for 
updated policies that account for the sensitivity of omics 
data. 

To further mitigate these risks, advanced security 
measures are essential to protect EHRs from breaches 
and cyber threats. Literature shows that the most 
effective methods for securing EHRs include encryption, 
firewalls, blockchain, access controls, and audit logs. 
Cryptogenic techniques enable selective data removal 
from cloud servers while maintaining privacy through 
encryption monitoring, digital signatures, and robust 
authentication.20,24 Users should regularly update 
passwords, avoid weak credentials, and log out after 
sessions.20 Firewall technology plays a crucial role in 
blocking unauthorized intranet access, while innovative 
methods like privacy-preserving algorithms and machine 
learning anonymization strengthen security against 
cyberattacks.25,26 As Canada continues to expand digital 
health initiatives, integrating these advanced security 
measures will be critical to ensuring patient data remains 
protected while enabling multi-omics integration into 
healthcare.

Clear governance is equally as important to security 
measures in defining who has access to sensitive patient 
data and under what circumstances. Ethical multi-omics 
use requires unity, collaboration, and accountability. 
While governments must establish and enforce clear 
regulations, the ultimate responsibility rests with hospitals 
and research institutions to apply ethical practices in 
real-world settings. A major challenge is ensuring all 
stakeholders understand privacy obligations.24 Tardif 
notes that misinterpretations of privacy laws often lead 
to patient consent violations in EHR access, particularly 
when healthcare professionals assume broad access 
rights beyond their intended scope, highlighting the 
need for better education on privacy regulations.27 

Beyond compliance, scientists and healthcare providers 
must advocate for ethical standards and educate patients 
about their rights. For instance, academic researchers  
must follow Tri-Council guidelines and require 
certification before conducting studies.28 The  
Tri-Council refers to the Tri-Council Policy Statement 
(TCPS) in Canada, which is a set of ethical guidelines for 

research involving humans. The guidelines emphasize 
the importance of respecting the rights, dignity, and 
autonomy of research participants and ensuring 
informed consent, privacy protection, and proper ethics 
review processes. Similarly in Ontario, private-sector 
organizations like clinics, pharmacies, and insurers are 
governed by the Personal Information Protection and 
Electronic Documents Act (PIPEDA), which regulates 
the collection and disclosure of personal health 
information.29 Ethical concerns grow with secondary 
multi-omics data use in population health research and 
historical studies.24 Private vendors like Google and 
Microsoft offer personal health records services directly 
to patients, but the level of security and privacy vary.24 
Without consistent oversight, privacy risks increase.  
A standardized privacy framework is needed to promote 
collaboration while protecting individual rights.24 

As multi-omics evolves, emerging challenges require 
attention, particularly in AI-driven data analysis, which 
raises concerns about bias, accuracy, and privacy. The 
commercialization of genetic information presents 
ethical risks, including potential misuse. AI systems may 
fail to fully anonymize health data, use information for 
unintended purposes, or enable cross-border transfers 
that bypass regulations.30 Predictive health data could 
also be exploited by insurers or employers, leading to 
discrimination. McGraw and Mandl highlight how 
social determinants of health influence wellness, making 
multi-omics data particularly sensitive due to stigma and 
financial risks.31 For example, insurers could use this data 
to deny coverage to high-risk populations.31 However, 
if ethically managed, AI and commercialization can 
expand access to care by reducing diagnostic delays 
and identifying patterns across underrepresented 
populations. If AI is used responsibly, it can be beneficial 
in reducing the ongoing healthcare and economic burden. 
To prevent ethical breaches, organizations must comply 
with laws like PIPEDA and implement responsible data 
use strategies. Privacy Incident Management Processes 
can help detect, mitigate, and report ethical violations.32  
Addressing these challenges requires continuous policy 
updates, open discussions on ethics, and adaptable 
regulations. Prioritizing ethical considerations will 
ensure multi-omics advances equitably and responsibly. 
It is important to understand that ultimately the role 
of trust in healthcare, from both patient and provider 
perspectives is crucial for informed consent and 
responsible data use. 
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Conclusion 
This paper examined the ethical challenges associated 
with integrating multi-omics into EHRs and precision 
medicine. It explored key strengths, limitations, and 
existing strategies for ensuring ethical and fair use 
of these technologies. However, the findings are not 
exhaustive, as the level of ethical integration varies 
across healthcare facilities. Future research should focus 
on how multi-omics can inform clinical practice across 
disciplines and assess its long-term impact on patient 
care. Additionally, clearer consent models are needed to 
empower patients in making informed decisions about 
data usage while ensuring healthcare providers have 
access to essential information for optimal care. 
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